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1
Decision/action requested

Approve the pCR to TR 33.882.
2
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3
Rationale

The PIN study in SA2 is for the scenarios of wearable, smart home, and smart office, where the non-3GPP device (named as PINE) directly connects to a gateway UE (named as PEGC, could be a smart phone, CPE, etc.) for accessing a PIN and 5GS. 
In order to manage a PIN, the PEMC may send some parameters for PIN management/communication to 5GC, then 5GC will provision them to the PEGC via NAS. Some parameters may be like SSID/BT ID and password per PIN, Packet filters related to PINEs, traffic routing rules, etc.
SA2 has agreed way forward that there will be an AF for managing the PIN, who can be trust or 3rd party, and the PEMC sends those parameters to the AF then AF instructs the 5GC to provision those parameters to PEGC. If the AF is 3rd party, the PEMC may needs to conceal the parameters from the AF, and the 5GS – including PEGC – needs to verify that the parameters are requested by the PEMC without tampered.
The following figure shows a possible attack if the paramters are not secure protected:
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It shows that if the parameters sent from PEMC is not secure protected and when PIN AF is 3rd party, it may be possible for the PIN AF to tamper the parameters or expose the parameters that delivered to the PEGC. 

This contribution proposes a new key issue, considering the security protection of paramters provisioned to PEGC, to be included in TR 33.882 [1]. 

4
Detailed proposal

****Start of Change (New Text) ****
5.X
Key Issue #X: Security protection on paramters requested by PEMC that will be provisioned to PEGC
5.X.1
Key issue details

In order to enable the PIN management and communication, the PEMC needs to send some parameters, e.g., SSID/BT ID and password per PIN, Packet filters related to PINEs, traffic routing rules, etc. to a PIN AF, which may be trust or 3rd party. Then the PIN AF requests 5GC to provision those parameters to some PEGCs accordingly.

Considering the PIN AF may be a 3rd party AF, which may not be fully trusted by user, the user may want to conceal and integrate protecting the sensitive parameters before sending them to the PIN AF, so that the PIN AF is not able to expose and tamper the sensitive parameters that will be provisioned to some PEGCs. 

5.X.2
Security threats

Without the security protection on parameters requested by PEMC and will be provisioned to PEGC, the 3rd party PIN AF may expose or tamper those parameters. 

5.X.3
Potential security requirements

The 5GC should be able to support key management for parameters requested by PEMC that will be provisioned to PEGC.  
****End of Change****
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